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LAMPIRAN

1. Listing Program AES (Advanced Encryption Standard) Rijndael

package com.example.newmynotesapp;
import android.util.Log;

import java.io.UnsupportedEncodingException;
import java.security.GeneralSecurityException;
import javax.crypto.Cipher;
import javax.crypto.spec.SecretKeySpec;
public class AESCryptt {
private static final String TAG = "AESCrypt";
private static final String AES_MODE = "AES"; //equals
"AES/ECB/PKCS5Padding™
private static final String CHARSET = "UTF-8";
public static String encrypt(final String password, String message)
throws GeneralSecurityException {
try {
Log.e("message", message);
Log.e("password", password);
final SecretKeySpec key = new
SecretKeySpec(password.getBytes(CHARSET), "AES");
byte[] cipherText = encrypt(key, message.getBytes(CHARSET));
String encoded = bytesToHex(cipherText);
Log.e("Encrypt pertama", "byte to hex : " + encoded);
return encoded;
} catch (UnsupportedEncodingException e) {
Log.e(TAG, "UnsupportedEncodingException ", e);
throw new GeneralSecurityException(e);



public static byte[] encrypt(final SecretKeySpec key, final
byte[Jmessage)
throws GeneralSecurityException {
final Cipher cipher = Cipher.getinstance(AES_MODE);
cipher.init(Cipher.ENCRYPT_MODE, key);
byte[] cipherText = cipher.doFinal(message);
Illog("cipherText", cipherText);
Log.e(""Encrypt kedua'', ""Chiper Text : " + cipherText);
return cipherText;
¥
public static String decrypt(final String password, String textBiasa)
throws GeneralSecurityException {
try {
final SecretKeySpec key = new
SecretKeySpec(password.getBytes(CHARSET), ""AES");
Log.e(*"textBiasa'", textBiasa);
/Ichange string to byte[]
byte[] textByte = hexToBytes(textBiasa);
//byte[] decryptedBytes = decrypt(key, ivBytes, textByte);
byte[] decryptedBytes = decrypt(key, textByte);
Log.e(*"decryptedBytes™, "*** + decryptedBytes);
String message = new String(decryptedBytes, CHARSET);
Log.e(*"'message’’, message);
return message;
} catch (UnsupportedEncodingException e) {
Log.e(TAG, "UnsupportedEncodingException ™, e);

throw new GeneralSecurityException(e);

}

public static byte[] decrypt(final SecretKeySpec key, final byte[]
decodedCipherText)



throws GeneralSecurityException {
final Cipher cipher = Cipher.getinstance(AES_MODE);
cipher.init(Cipher. DECRYPT_MODE, key);
byte[] decryptedBytes = cipher.doFinal(decodedCipherText);
Log.e(*"'decryptedBytes™, """ + decryptedBytes);
return decryptedBytes;
}
private static String bytesToHex(byte[] bytes) {
final char[] hexArray = {"0', '1', '2', 3", '4", '5', '6", '7", '8,
9", 'A', B, 'CY, DY 'R 'R
char[] hexChars = new char[bytes.length * 2];
intv;
for (int j = 0; j < bytes.length; j++) {
v = bytes[j] & OxFF;
hexChars[j * 2] = hexArray[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & Ox0F];
¥
return new String(hexChars);
}
public static byte[] hexToBytes(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (inti=0;i<len;i+=2){
data[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i + 1), 16));
¥

return data;

¥
private AESCryptt() {

}



2. Tabel Pengujian black-box

Tabel Pengujian black-box pada Implementasi Algoritma Kriptografi AES (Advanced

Encrytion Standard) Rijndael Dalam Keamanan Teks Catatan Berbasis Android

No. i Skcnari9 Pengujian Hasil yang diharapkan Kesimpulan
. _Panjang kunci hanya bisa di | Dapat menentukan panjang Berhasj
input deng,an 128 bit.192 bit, | kunci sesuai dengan tipe AES [V
dan 256 bit yaitu 128 bit,192 bit, dan 256
bit Gagal
[ ]
2. | Perhitungan manual dengan Hasil output dari perhitungan Berhasil
aplikasi memiliki output yang dengan aplikasi yaitu sama. [\/}/
sama pada saat di enkripsi dan | Hanya saja di aplikasi lebih
di dekripsi. panjang dikarenakan Gagal
menggunakan PKCSS5 Padding [ ]
3. | Aplikasi yang dibangun seperti | Aplikasi berjalan seperti pada Berhasil
pada umumnya dapat diedit.di | umumnya hanya dapat di edit. \/
hapus,dan di tambah di hapus dan di tambah [\V]
Gagal
[ ]
4. | Teks yang di input tidak terbatas Menggunakan PKCS5 padding Berhasil
dan ouputnya berupa 128 bit, agar jumlah teks yang ingin di s
192 bit, dan 256 bit enkripsi tidak terbatas [ ]
Gagal
[ ]

Dr

\['akhriza. ST, M.Kom

NIB. | N{onnm 15



Kode ASCII

1 1 2eee0001 126 56 81010110 v
2 2 00000910 3 127 57 81910111 W
3 3 20000011 L 130 58 81011000 X
4 4 000001099 = 131 59 81911001 Y
5 5 20000191 | 132 SA e1e11e1e 4
6 6 00000110 - 133 5B 81911011 [
7 7 20000111 . 134 5C 81011100 \
10 8 00001000 ] 135 5D 81911101 1
11 9 00001091 136 SE @191111@ &
12 A 0900010919 137 SF 081011111 =
13 B 00001911 2 149 60 01100000 2
14 C 00001100 a8 141 61 811000081 a
15 D 00001101 142 62 01100010 b
16 E 00001110 a 143 63 081100011 c
17 F eeee1111 # 144 64 81190100 d
20 19 00010029 1 145 65 81100101 e
21 11 00010991 4 146 66 01100110 f
22 12 00010010 1 147 67 01100111 g
23 13 00010911 " 150 68 01101000 h
24 14 2ee10102 q 151 69 @e11eieel i
25 15 00010101 = 152 6A 81191010 j
26 16 20010110 T 153 6B 81101011 k
27 17 00010111 i 154 6C 81101100 1
38 18 020011099 1 155 6D e11011e1 m
31 19 200110091 t 156 6E 01101110 n
32 1A eee1101@ - 157 6F 01101111 o
33 18 000110911 - 160 70 81110000 P
34 1c 20011190 161 71 81110001 q
35 1D 00011101 162 72 01110010 r
36 1E 00011110 163 73 e111e011 s
37 1F 00011111 164 74 @1l1e1ee t
49 20 00100000 165 75 81110181 u
a1 21 90100001 ! 166 76 e111e1ie v
42 22 00180010 & 167 77 01110111 W
43 23 00100911 # 170 78 81111000 X
44 24 001001099 $ 171 79 81111001 y
45 25 00100101 % 172 A @e111ieie z
46 26 00100110 & 173 78 61111011
a7 27 00108111 % 174 7C e11111e0
58 28 00101992 ( 175 7D 81111101
51 29 001010901 ) 176 7E 81111110 ~
52 2A 20101010 2 177 7F 01111111 [l
53 2B 00101011 + 209 8@ €
54 2C 00101100 201 81 1
55 20 00101101 - 202 82 ,
56 2E 00101110 > 203 83 10000011 f
57 2F 90101111 / 204 84 10000100 »
68 30 20110009 e 205 85 10000101 =
61 31 00110991 1 206 86 10090110 t
62 32 00110010 2 207 87 10000111 d
63 33 00110011 3 218 88 10091000 =
64 34 02110109 4 211 89 19091001 3
65 35 00110101 5 212 8A 109901010 5
66 36 90110110 6 213 8B 18901011 <
67 37 00110111 ¥ 214 8C 10901100 @
70 38 00111009 8 215 8D 10091161
71 39 00111001 9 216 8E 10091110 Z
72 3A 00111010 S 217 8F 10001111
73 38 90111011 3 229 90 10910000
74 3C 090111100 < 221 91 10010001 &
75 3D 00111101 = 222 92 10910018 x
76 3E ee11111e > 223 93 10010011 *
77 3F 00111111 2 224 94 10010100 ¥
100 49 016000090 @ 225 95 10910101 -
1e1l a1 21000001 A 226 96 18010110 -
102 42 021000010 B 227 97 10910111
103 43 21000911 C 230 98 10911000
1es 44 01000100 D 231 99 10811001 Lo
1es 45 01000101 E 232 9A 10011010 3
106 46 21000110 F 233 98 1e011e11 >
107 a7 91000111 G 234 9c 100911100 ®
110 48 91001990 H 235 9D 10911101
111 49 091001001 I 236 SE 10911110 Z
112 4a 91001910 J 237 9F 10011111 v
113 48 01001011 K 249 A 10100000
114 4ac 91001100 L 241 Al 10100001 i
115 40 91601101 M 242 A2 10100010 ¢
116 AE 9lee111e@ N 243 A3 10100011 £
117 4F 91001111 o 244 AL 10100100 i
120 50 01010990 P 245 AS 10100101 ¥
121 51 91010001 Q 246 A6 10100110 !
122 52 01010010 R 247 A7 10100111 §
123 53 21010011 S 250 A8 10101000 S
124 54 01210120 T 251 A9 10101001 ®
125 55 91010191 u 252 AA 10191018 2

253 AB 10101011 «
254 AC 10101109 =
255 AD 10101101 -
256 AE 10101110 °
257 AF 10101111 =
260 80 10110009 °
261 B1 10110001 +
262 B2 10110019 2
263 B3 10110011 3
264 B4 10110100 B
265 BS 10110191 u
266 B6 10110118 9
267 87 10110111 -
270 B8 10111000

271 B9 10111001

272 BA 10111010 s
273 BB 10111011 »
274 BC 10111109 %
275 BD 10111101 %
276 BE 10111110 %
277 BE 10111111 B
300 ce 1 A
301 c1 11000001 A
302 c2 11000018 A
303 c3 11600011 A
304 ca 11000100 A
305 cs 11ee0101 A
306 6 11000119 £
307 c7 11000111 c
310 c8 11001000

311 ) 11001091

312 CA 11601019

313 cB 11001011

314 cc 11001109

315 [ 11001101

316 CE 11001110 1
317 [ 110€1111 I
320 i) 11010000 [
321 D1 11010001 [
322 D2 11010019 [
323 D3 11e1e011 0
324 D4 11010199 0
325 D5 11010101 0
326 D6 11010110 [
327 D7 11010111 x
330 D8 11011000 [}
331 D9 11011001 V]
332 DA 11011010 1]
333 DB 11011011 0
334 DC 11011100 [i]
335 DD 11011101 v
336 DE 11011110 P
337 DF 11011111 3
340 €0 11100009 3
341 E1 11100001 &
342 E2 11100010 a
343 £3 11100011 i
344 €4 11100100 B
345 5 11108101 a
346 £6 11100110 2
347 €7 11100111 <
350 E8 11101000 B
351 £9 11101001 é
352 EA 11101018 e
353 EB 11101011 é
354 EC 11101100 i
355 ED 11101101 i
356 EE 11101119 i
357 EF 11101111 R
360 ) 11110009 3
361 F1 11110001 [
362 £2 11110019 )
363 F3 11110011 6
364 F4 11110100 B
365 5 11110101 5
366 6 11110119 5
367 £7 11110111 +
370 £8 11111000 ¢
371 £9 11111001 u
372 FA 11111010 [
373 FB 11111011 o
374 FC 11111100 i
375 ) 11111101 y
376 £E 11111119 p
377 £E 11111111 v
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